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The Bottlenecks in IGA

Manual and slow 
app onboarding

coverage often 
only 10-30%

shadow IT 

100s to 1000s 
applications

no visibility, 
no automation, 
no compliance

Unconnected 
applications 



Application Onboarding Challenges

1

Discovery

find the app

2

Technical 
connection

make the app talk to 
the IGA engine

3

Data 
connection

make sense of the 
data

4

Roles and 
policies 

fully govern the 
application

©



Application Onboarding Challenges

1

Discovery

reviewing documents

interviewing stakeholders

querying CMDB

tracking IT expenses 

examining SSO and SSE platforms 

OAuth registrations and API token usage 

network traffic 

cloud control plane

browser telemetry 



Application Onboarding Challenges

connector catalogs

integration templates

low-code approach

wizards

SCIM-first

OpenAPI introspection

generative AI

SCIM 

REST

database

CSV files 

LDAP

SDKs

cloud APIs

messaging

2

Technical 
connection



Application Onboarding Challenges

3

Data 
connection

object classification

identities correlation

attribute mapping

different kinds of objects

integration templates

questionnaires, guidelines

wizards

rules/patterns

machine learning 

heuristics

AI



Application Onboarding Challenges

4

Roles and 
policies 

roles

classification

approvals

SoD

owner

manager

templates

guidelines

methodologies



Application Onboarding Challenges

1

Discovery

find the app

2

Technical 
connection

make the app talk to 
the IGA engine

3

Data 
connection

make sense of the data

midPilot

4

Roles and 
policies 

fully govern the 
application



Main Components

● Technical connection: Smart connector wizard

● today 13:00 – 14:40

● Data connection: Smart resource wizard

● today 11:00 – 11:15

● Integration catalog

● today 10:05 – 10:30



Smart Connector Wizard

● Supporting REST, SCIM and database connector creation

● Configuration instead of writing code (no code / low code)

● Supported by AI in a safe way

● small amount of code, always human-reviewed before execution

● not a vibe coding!

● Easy development, review, maintenance

● even for less technically experienced people

● Uses the documentation for the system being connected

● we can extend it to using data later



Entering basic information about the application being connected 



Approving or augmenting the documentation found by the wizard



Selecting what objects should the connector support



Validating that the wizard correctly understood the schema from the 
documentation 



The code that will retrieve all users generated by the wizard



Displaying current state of the connector, suggesting next actions 



Smart Resource Wizard

● Supporting creation of resource definition for any connector

● object classification ~ definition of object types

● object correlation ~ matching object identity

● object mapping ~ matching & mapping object attributes

● synchronization rules

● Supported by AI + heuristics in a safe way

● safe expression language, so the human review is optional

● small amount of code

● Uses the schema and the data of the system (and midPoint)

● documentation is used indirectly (via the schema); may be changed later



  Suggested classification of LDAP objects



  Suggested correlation rules



  Suggested attribute mappings



Deployment Options

self-hosted
solution

existing 
cloud services

Evolveum 
AI services

public 
AI services

Balancing privacy, cost, and performance.

More information: MidPilot – A Look Behind the Curtain
tomorrow, 01:00 – 02:40

All components are open source, therefore you can utilize:



Beyond 4.11 – Guided Top-Down Approach

● MidPoint is extremely powerful since day one

● make common things easy – and all things possible

● In the 2010s

● easy meant XML with simple Groovy scripting

● possible meant heavy Groovy scripting (to up clockwork hooks)

● Now

● easy means GUI 

● possible means XML with some Groovy/MEL scripting

● the user is guided by the methodology (out-of-band)

● In the future

● easy will mean GUI navigating the user according to the methodology

6321 4 5



Top-Down: Applications, Resources, Connectors

● Originally there were connectors and resources

● Now we have connectors, resources, and applications
● “First steps” methodology starts with resources

● “IGA” methodology (being prepared) will deal with applications

● We contemplate integrated top-down approach
● starting with the concept of application (not necessarily connected!), 

optionally defining owner, manager, initial role structure, basic 
policies, ...

● then we can connect the application using either existing resource 
(like LDAP) or a dedicated one, using standard or custom connector

● the solution can be gradually improved, like 

● accounts  entitlements and/or organizational structure→

● read-only with ITSM  full automation→

● optionally changing the resource/connector as needed

● guided by the methodology

I G A







What about the discovery?

● We think about connectors for 

● CMDB systems like ServiceNow, Device42, etc.

● SSO (Single Sign On) platforms like Keycloak, CAS, etc.

● SSE (Security Service Edge) platforms like Netskope, Zscaler, etc.

● Cloud inventories like AWS Config, Azure Resource Graph, etc.

● Connectors can be

● ConnId, where applicable

● custom ones, like for event gathering

● or implementing SSF (Shared Signal Framework) receiver



Summary

● Effective application onboarding is key to IGA success

● MidPoint has a lot of offer here

● Tell us what you need



Thank you for your attention
Feel free to ask your questions now!
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